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SECTION 4 — BEST PRACTICE GUIDANCE FOR INTERNAL AUDIT

Introduction

4.1.

42.

43.

4.4

45.

This section intends to provide members and officers of smaller authorities as well as
those offering to provide internal audit services to such authorities, details of the legal
framework, regulations and guidance to be followed.

Smaller authorities are required by the Accounts and Audit Regulations 2015 to
‘undertake an effective internal audit to evaluate the effectiveness of its risk
management, control and governance processes, taking into account public sector
internal auditing standards or guidance’.

The public sector internal audit standards have not been applied to smaller authorities.
The information in this section is therefore guidance, and should be considered by
smaller authorities in undertaking a best practice effective interal audit.

It is not the purpose of either internal or external audit to detect or prevent fraud.
However if internal auditors identify concerns as part of the review, they may wish to
contact the authority’s external auditor who are a ‘prescribed body' under the Public
Interest Disdosure Act.

Itis not the role of any internal auditor to complete Section 1 or Section 2 of the AGAR,
that is the responsibility of the authority.

Selecting and appointing an internal audit provider

4.6.

4.7.

4.38.

In addition to ensuring the appointed intemal auditor has relevant knowledge of the
public sector, there are two key principles an authority must follow in appointing an
internal audit provider: independence and competence.
There are various ways for an authority to source an intemal audit service, for
example:
e Purchasing an internal audit service from a local firm or specialist intemal audit
practice with an understanding of the local government legal framework
e Purchasing an internal audit service from a principal local authority
e Engaging a competent internal auditor with sufficient organisational
independence to undertake the role
e Appointing a local individual or a member of a panel of individuals administered
by a |ocal association affiliated to NALC, SLCC or ADA.
There is no requirement for a person providing the internal audit role to be
professionally qualified, however essential competencies to be sought from any
internal audit service should include:
e understanding basic book-keeping and accounting processes; where an
authority exceeds the £200,000 threshold, this understanding must include
accrual accounting and balance sheets
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e understanding the role of intemal audit in reviewing systems rather than
undertaking detailed checks that are more appropriately the responsibility of
management;

e awareness of relevant principles and practice of financial and other risk
management

e understanding proper practices in relation to govermance and accounting
requirements within the legal framework and powers of smaller authorities, as
set out in Sections 1 and 3 of this guide (knowledge of which is a prerequisite)

e awareness of the most recent model Standing Orders and model Financial
Regulations as published by NALC and how they are adopted by authorities

e awareness of relevance of VAT and PAYE/NIC rules as applied to the authority

e for larger authorities, a clear understanding of the risks and controls associated
with ‘cut off procedures, particularly with respect to revenue generating activities

Independence

4.9.

4.10.

4.11

Independence requires the absence of any actual or perceived conflict of interest. It
means that whoever carries out the intermal audit role does not have any involvement
in, or responsibility for, the financial decision making, management or control of the
authority, or for the authority's financial controls and procedures.

A current or recent authority member, who cannot demonstrate independence from
decisions in the year to be audited, cannot be its internal auditor. Similarly, it would not
be appropriate for any individual or firm with a personal connection to a member or
officer of the authority to be appointed. Conflicts of interest must be avoided, such as
in cases where an external provider of accounting software or services to the authority,
also offers internal audit services through an associate company, firm or individual.

. There is no requirement to rotate auditors but the independence of the appointed

person of firm should be reviewed every year with regard to; personal independence,
financial independence, and professional independence.

Competence

4.12.

Evidence as to competence might include letters of recommendation from other similar
authorities.

Engagement

4.13.

Every authority should ensure that they have a letter of engagement which would
normally include:

e roles and responsibilities

e audit planning and timing of visits

e reporting requirements

e rights to access to information, members and officers
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4.14.

e period of engagement
e remuneration
e any other matters required for the management of the engagement by the
authority
Most internal auditors will have professional indemnity insurance cover which provides
both the authority and the person or firm engaged, with protection and assurance.

Planning and oversight

4.15.

4.16.

4.17.

4.18.

It is a matter for the authority to determine how best to meet the statutory requirement
for internal audit, having regard to its size, scope of services and complexity of
financial arrangements.
Authorities should, at least annually, carry out a review of the effectiveness of their
overall internal audit arrangements. It should be designed to provide sufficient
assurance for the authority that standards are being met and that the work of intemnal
audit is effective. Authorities should judge the extent and scope of the review by
reference to their own individual circumstances.
As with any review, it should be evidence based.
Wherever possible this should be gathered throughout the year.
Sources may include:

e previous review and action plan

e annual report by internal audit

e other reports from interal audit, including intemal audit plan, monitoring

reports, and the results of any investigations

e any reports by the external auditor

e the results of any other external reviews of internal control
As part of the review the intemal auditor should produce a report to the authority
highlighting areas for improvement or development. An action plan should be
produced setting out the areas of improvement required, any proposed remedial
actions, the members or officers responsible for delivering improvement, and the
deadlines for completion of the actions.




